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MOSSBERGER, K., TOLBERT, C. J. & STANSBURY, M. 2003. Virtual inequality : 
beyond the digital divide, Washington, D.C., Georgetown University Press. particularly p9 
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poverty, and the Internet worldwide, Cambridge, Cambridge University Press. 
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43 For work in some of these areas see for example JACKSON, E. 2001. Regulating 
Reproduction: Law, Technology and Autonomy, Oxford, Hart. and COCHRANE, A. 2007. 






44 C.F. Rawls’ description noted earlier, ‘…and rationally to pursue a conception of the 
good’, in RAWLS, J. & FREEMAN, S. R. 1999. Collected papers, Cambridge, Mass., 
Harvard University Press., p365 
45 See for example in the context of advertising CRISP, R. 1987. Persuasive Advertising, 








46 www.facebook.com  
47 http://www.facebook.com/press/info.php?statistics  
48 Dictionary definitions of autonomy centre around this concept. Merriam-Webster’s 
Dictionary of Law, for example defines autonomy as ‘the quality or state of being self-





49 See HART, H. L. A. 1955. Are There Any Natural Rights? Philosophical Review, 64, 
175-191. 
50 Another Will Theorist, Gewirth, expressed it more directly: ‘All the human rights, those 
of well-being as well as of freedom, have as their aim that each person have rational 
autonomy in the sense of being a self-controlling, self-developing agent who can relate to 
other persons on a basis of mutual respect and cooperation, in contrast to being a 
dependent, passive recipient of the agency of others’ – from GEWIRTH, A. 1982. Human 






51 PAINE, T. & BURKE, E. 1791. Rights of Man: Being an Answer to Mr. Burke's Attack 
on the French Revolution, Dublin, [s.n.]., p34 
52 See for example KELLY, P. J. 1990. Utilitarianism and Distributive Justice: Jeremy 
Bentham and the Civil Law, Oxford, Clarendon., particularly pp102-103 
53 See MILL, J. S. & HIMMELFARB, G. 1982. On Liberty, Harmondsworth, Penguin., as 
well as much of the subsequent study of Mill’s philosophy. 
54 UDHR Article 1 




56 CPHRFF Article 8 
57 CPHRFF Article 9 
58 CPHRFF Article 10 
59 CPHRFF Article 11 
60 In RORTY, R. 1993. Human Rights, Rationality and Sentimentality. In: SHUTE, S. & 
HURLEY, S. L. (eds.) On Human Rights: Oxford Amnesty Lectures. Oxford: BasicBooks. 
61 In MACINTYRE, A. 1981. After Virtue: A Study in Moral Theory, London, Duckworth., 
p67, MacIntyre famously suggests that ‘There are no [human] rights, and belief in them is 
one with belief in unicorns and witches’. 
62 KLUG, F. 2000. Values for a Godless Age: The Story of the UK's New Bill of Rights, 






63 For example, see Raz’s work on the relationship between authority and autonomy, 















64 See for example http://www.bbc.co.uk/news/uk-11686764  
65 This suggestion is supported by the ruling in Liberty v UK [2008] 48 EHRR 1, where the 
European Court of Human Rights held that the broadness and lack of clarity of the rights 
of government agencies to intercept communications set out by the Interception of 





66 The sixth point of his ‘Manifesto’ which makes up the central part of the collaborative 
web project ‘The Rights’ Future’, at http://therightsfuture.com/manifesto/  
67 Particularly in his article SOLOVE, D. J. 2007. "I've Got Nothing to Hide" and Other 





68 See for example Charles Taylor, who describes individualism as the first ‘source of 




suggests that ‘the dark side of individualism is a centring on the self, which both flattens 
and narrows our lives, makes them poorer in meaning, and less concerned with others or 
society.’ See TAYLOR, C. 1992. The ethics of authenticity, Cambridge, MA, Harvard 
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73 See for example BRIN, D. 1998. The Transparent Society: Will Technology Force Us to 
Choose Between Privacy and Freedom?, Reading, Mass., Addison-Wesley. 
74 See BERNERS-LEE, T. & FISCHETTI, M. 2000. Weaving the Web: The Original 
Design and Ultimate Destiny of the World Wide Web by its Inventor, New York, 
HarperCollins Publishers., particularly Chapter 12 
75 The recognition of this is inherent in the work of cyber-regulation theorists from Lessig 
to Murray – see for example LESSIG, L. 2006. Code: Version 2.0, New York, Basic 
Books. and MURRAY, A. D. 2006. The Regulation of Cyberspace: Control in the Online 
Environment, Milton Park, Abingdon, UK ; New York, NY, Routledge-Cavendish. 
! Chapter!1:!Privacy,!Autonomy!and!the!Internet!
Paul!Bernal! Page!47! September!2011!
that!privacy!in!general,!and!informational!privacy!in!particular,!is!the!key!to!ensuring!that!this!does!not!happen.!!There!are!three!principle!variants!of!the!transparency!critique:!! 1) That!the!struggle!for!privacy!is!already!lost;!2) That!the!struggle!for!privacy!is!outdated;!and!3) That!the!struggle!for!privacy!is!‘wrong’,!and!that!we!should!in!fact!‘embrace’!transparency!and!make!lack!of!privacy!a!virtue!to!be!enjoyed.!!Scott!McNealy,!then!CEO!of!Sun!Microsystems,!expressed!the!first!of!these!directly!when!he!told!reporters!in!1999!“You!have!zero!privacy!anyway,!get!over!it.”76!Mark!Zuckerberg,!coPfounder!and!CEO!of!Facebook,!is!perhaps!the!best!known!proponent!of!the!second!version!–!essentially!his!argument!has!been!that!given!that!more!than!half!a!billion!people!use!Facebook!and!put!up!some!of!their!most!personal!information!there,!that!means!that!people!are!no!longer!really!interested!in!privacy.77!!The!third!variation!is!more!complex!–!versions!of!it!have!been!around!since!David!Brin’s!1998!work!‘The!Transparent!Society’.78!More!recently,!another!angle!of!it!has!emerged!in!Bell!and!Gemmell’s!2009!book!‘Total!Recall:!How!the!EPMemory!Revolution!will!change!everything’,79!though!it!has!also!faced!its!antithesis!in!MayerPSchönberger’s!‘Delete:!the!virtue!of!forgetting!in!the!digital!age’.80!This!last!critique!has!a!close!relationship!to!the!old!ideas!‘If!you’ve!done!nothing!wrong,!you’ve!got!nothing!to!fear’,!or!‘If!you’ve!got!nothing!to!hide!you’ve!got!nothing!to!fear’,!referred!to!above!in!3.2,!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
76 Quoted for example in Wired, at http://www.wired.com/politics/law/news/1999/01/17538  
77 See for example Chris Matyszczyk’s blog on CNET, at http://news.cnet.com/8301-
17852_3-10431741-71.html. Zuckerberg has been making related statements to different 
elements of the media for much of 2010.  
78 BRIN, D. 1998. The Transparent Society: Will Technology Force Us to Choose 
Between Privacy and Freedom?, Reading, Mass., Addison-Wesley. 
79 BELL, C. G. & GEMMELL, J. 2009. Total recall : how the E-memory revolution will 
change everything, New York, N.Y., Dutton. 
80 MAYER-SCHÖNBERGER, V. 2009. Delete : the virtue of forgetting in the digital age, 




81 See SOLOVE, D. J. 2007. "I've Got Nothing to Hide" and Other Misunderstandings of 
Privacy. San Diego Law Review, 44. 
82 Quoted by Solove, in Ibid. originally in POSNER, R. A. 1998. Economic analysis of law, 










83 See note 41 above 
84 See note 42 above 








1 The cartoon by Peter Steiner, was published in 1993. In 2000, the New York Times 
published a piece entitled ‘Cartoon Catches the Spirit of the Internet’. See 
http://www.nytimes.com/2000/12/14/technology/14DOGG.html?pagewanted=1&ei=5070&
en=f0518aafeccf36fd&ex=1183089600  
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Environment, Milton Park, Abingdon, UK ; New York, NY, Routledge-Cavendish. 
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Original Design and Ultimate Destiny of the World Wide Web by its Inventor, New York, 
HarperCollins Publishers. 
6 https://oyster.tfl.gov.uk/oyster/entry.do  



















9 www.google.com  
10 Facebook is worth billions of dollars: Goldman Sachs’ investment in Facebook in early 
2011 gave it an estimated value of $50 billion. See example 
http://www.guardian.co.uk/technology/2011/jan/03/facebook-value-50bn-goldman-sachs-





11 See his blog on http://novaspivack.typepad.com/nova_spivacks_weblog/2007/10/web-





12 See BERNERS-LEE, T. & FISCHETTI, M. 2000. Weaving the Web: The Original 
Design and Ultimate Destiny of the World Wide Web by its Inventor, New York, 
HarperCollins Publishers., particularly pp169-170. Spivack, in his blog referred to above, 
says that ‘While Web 3.0 is not synonymous with the Semantic Web (there will be several 
other important technology shifts in that period), it will be largely characterized by 




13 In Chapter Four of EDWARDS, L. & WAELDE, C. 2000. Law and the Internet : a 
framework for electronic commerce, Oxford, Hart., pp55-56 
14 E-Money Directive (2000/46/EC), available online at http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0046:EN:HTML   
15 Available online at http://ec.europa.eu/internal_market/bank/docs/e-
money/evaluation_en.pdf  
16 E-money evaluation report, p2. 
17 On the other hand, Rupert Murdoch’s has suggested that the current “free delivery” 
system is a “malfunctioning model” and that he intends to charge for access to the 
Sunday Times online. See http://www.guardian.co.uk/media/2009/may/07/rupert-
murdoch-charging-websites  and http://www.guardian.co.uk/media/2009/jun/03/sunday-
times-website . This, however, seems to be very much the exception: similar comments 
about charging for websites have been made in the past without result. The rapid decline 
of FriendsReunited, which continued to charge despite the growth of rival social 
networking sites like Facebook, suggests that, for mainstream consumers at least, the 
‘free delivery’ model is unlikely to be easily overcome. 
18 Directive 2009/110/EC, which came into force in April 2011is available online at: 
http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:267:0007:0017:EN:PDF  
19 Systems such as Google One Pass (http://www.google.com/landing/onepass/) and 








20 www.aim.com  
21 http://www.google.com/talk/  
22 http://messenger.yahoo.com/  
23 http://us.blackberry.com/apps-software/blackberrymessenger/  





25 www.myspace.com  
26 www.bebo.com  
27 http://www.facebook.com/press/info.php?statistics   
28 As noted above, in January 2011, an investment by Goldman Sachs estimated the 
overall value of Facebook to be around $50 billion. See 
http://www.guardian.co.uk/technology/2011/jan/03/facebook-value-50bn-goldman-sachs-





29 Examples include Sky TV bundling free broadband access with their basic satellite TV 
access (see http://www.selectdigital.co.uk/sky/sky-
broadband/?tracker=7140e&gclid=CKic4Puk3pgCFUIw3godIVWBeA), and broadband 
bundled with mobile phone services from Orange 
(http://www.orange.co.uk/time/broadbandstarter/?cd_source=Aurora&cid=189&sid=72&pi




30 VAN DEN POEL, D. & BUCKINX, W. 2005. Predicting online-purchasing behaviour. 




31 Amazon, for example, explains its recommendations by saying ‘recommended because 
you purchased…’ 
32 http://maps.google.com/, http://maps.google.co.uk/ etc. 
33 http://earth.google.com/, http://earth.google.co.uk/ etc 
34 http://maps.google.com/help/maps/streetview/  
35 There are a number of such services for many locations, including 
www.streetfinder.co.uk/ and www.streetmap.co.uk/ 










37 See AYRES, I. 2007. Super Crunchers: How Anything Can Be Predicted, London, John 
Murray. for details not only of the data aggregators but some of the more imaginative 





38 Google is being investigated under competition law after a complaint by UK price 
comparison site Foundem, French legal search engine ejustice.fr, and Microsoft's Ciao. 
See for example http://www.telegraph.co.uk/technology/google/7301299/Google-under-
investigation-for-alleged-breach-of-EU-competition-rules.html  
39 The Facebook Beacon story is discussed Chapter 4 – and to see a summary of the 






40 See http://www.phorm.com/ and for a look at the negative side of Phorm, see 





41 See AYRES, I. 2007. Super Crunchers: How Anything Can Be Predicted, London, John 
Murray., particularly pp33-34 for an examination of the predictive use of data. As Ayres 
puts it, ‘…data mining can let business emulate a kind of aggregate omniscience. Indeed, 
because of Super Crunching, firms sometimes may be able to make more accurate 
predictions about how you’ll behave than you could ever make yourself.’ 
42 From December 2009, Google has ‘personalised’ all search results, unless the 
searcher actively opts out (see http://googleblog.blogspot.com/2009/12/personalized-





43 Some aspects of this tailoring, and how it is starting to emerge in reality on the internet, 
are discussed in PARISER, E. 2011. The filter bubble : what the Internet is hiding from 




44 See SUNSTEIN, C. R. 2007. Republic.com 2.0, Princeton, Princeton University Press. 
45 Perhaps his strongest critic is Eugene Volokh, of the Volokh Conspiracy 
(http://www.volokh.com/), but there has also been active criticism in print, such as that by 





46 See e.g http://en.rsf.org/china-yahoo-settles-lawsuit-by-families-14-11-2007,24240.html  







48 See LESSIG, L. 2006. Code: Version 2.0, New York, Basic Books. 
49 See AYRES, I. 2007. Super Crunchers: How Anything Can Be Predicted, London, John 





50 In the UK, for example, the Attorney General estimated in 2010 that the annual cost of 
identity theft was approximately £2.7 billion. See 
http://www.attorneygeneral.gov.uk/nfa/whatarewesaying/newsrelease/pages/identity-
fraud-costs-27billion.aspx . 
51 Available online at http://www.legislation.gov.uk/ukpga/2000/23/contents  
52 See for example http://www.telegraph.co.uk/news/uknews/1584808/Council-spy-cases-
hit-1000-a-month.html  








54 Directive 95/46/EC 




56 Data retention is one of the subjects of Chapter 3, which includes a brief discussion on 
worldwide implementation 
57 Directive 2006/24/EC 
58 Examples include the UK Government’s plan to get ISPs to detect and ban users who 
illegally download music and video files. This plan, like many other schemes, had to be 
abandoned as getting the ISPs to do all the work turned out to be fraught with legal and 
technical complications. See for example 
http://entertainment.timesonline.co.uk/tol/arts_and_entertainment/music/article5586761.e
ce, from January 2009. 





60 These challenges are examined in Chapter 3. 
61 Directive 2002/58/EC 
62 Directive 2000/31/EC 





64 See http://www.ico.gov.uk/ - the role of the ICO will be discussed in depth in later 
chapters 
65 See http://www.ico.gov.uk/news/current_topics/identity_cards.aspx which describes the 
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69 From paragraph (3) of the Preamble to The Data Retention Directive, Directive 
95/46/EC. Available at http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML  
70 See for example http://blogs.ft.com/westminster/2008/04/can-tesco-help-the-
government-count-how-many-migrants-are-in-the-uk/  





72 BERR did not make the letter in which they confirmed the legality of Phorm public, but 
told the press that ‘After conducting its enquiries with Phorm the UK authorities consider 
that Phorm's products are capable of being operated in a lawful, appropriate and 








73  Most notably in BRIN, D. 1998. The Transparent Society: Will Technology Force Us to 
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77 Item 6 on Google’s statement of corporate ‘philosophy’, accessible at 
http://www.google.com/corporate/tenthings.html  
78 See MURRAY, A. D. 2006. The Regulation of Cyberspace: Control in the Online 














1 Governments are interested in more than just security, and individuals in more than just 




2 The only significant exception is the ‘AskEraser’ offered by Ask.com, discussed in 
section 6. 
3 Certain key data protection principles such as data minimisation, subject access rights 
and protection against function creep remain in place even with consent, but if broad 





4 Clickstream data records links followed and websites visited (and related data) and is 
gathered generally by ISPs. 
5 The issues of the nature of the data (private/intimate and mundanely revealing) of the 
crucial role in the use of the Internet, of consent, and of choice (all ISPs gather 















7 See ‘Data Protection in the European Union’, 
http://ec.europa.eu/justice_home/fsj/privacy/guide/index_en.htm  
8 As Cate puts it: ‘protection for information privacy in the United States is disjointed, 
inconsistent, and limited by conflicting interests’ CATE, F. H. 1997. Privacy in the 
Information Age, Washington, D.C., Brookings Institution Press., p98 
9 The situation in the US has already been noted. In Asia, the concept of data privacy is 
still to be fully accepted (see e.g. http://www.caslon.com.au/privacyguide6.htm)  
10 Downloadable from http://www.echr.coe.int/NR/rdonlyres/D5CC24A7-DC13-4318-
B457-5C9014916D7A/0/EnglishAnglais.pdf  
11 Article 8 states that 
‘(1) Everyone has the right to respect for his private and family life, his home and his 
correspondence. 
(2) There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic society in 
the interests of national security, public safety or the economic well-being of the country, 
for the prevention of disorder or crime, for the protection of health or morals, or for the 
protection of the rights and freedoms of others.’ 




13 ibid, Article 3 
14 Data Protection Directive, Article 2(a) 
15 The Information Commissioner’s Office in the UK produces a ‘specialist guide’ as to 
what constitutes personal data, downloadable from 
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guide
s/personal_data_flowchart_v1_with_preface001.pdf. The guide was produced in 
response to a narrower than expected interpretation of the term in a Court of Appeals 
case (Durant vs FSA, 8/12/2003). The fact that it was needed reflects the problems in the 
language of the UK’s implementation of the Directive, the Data Protection Act 1998 
(available online at http://www.opsi.gov.uk/Acts/Acts1998/ukpga_19980029_en_1) which 







16 Data Protection Directive, Article 2(h) 
17 Data Protection Directive, Articles 7(a), (c), (d) and (e)  
18 Data Protection Directive, Article 7(b) 
19 Data Protection Directive, Article 7(f) 
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All!of!these!possibilities!might!be!relevant!here!–!not!just!in!terms!of!search!data,!but!other!types!such!as!clickstream!data!or!the!social!data!gathered!by!social!networking!services.!Is!a!contract!entered!into!when!a!term!is!put!into!a!search!engine!or!a!link!followed!to!a!particular!website?!Is!the!fact!that!someone!is!searching!for!a!particular!term!or!looking!at!a!particular!website!of!significant!importance!to!require!that!protection?!Search!engines!or!ISPs!could!put!forward!arguments!under!all!three!of!these:!that!a!contract!has!been!entered!into,!that!search!data!or!clickstream!data!is!not!really!personal!data,!or!indeed!that!even!if!it!is!personal!data!that!it!is!not,!of!itself,!of!sufficient!significance!to!require!protection.!!!Google!has!not!attempted!to!use!these!arguments,!as!the!case!study!below!will!show!–!though!the!Working!Party!in!its!Opinion!148!(see!section!4!below)!to!a!certain!extent!anticipated!that!it!would!if!the!conflict!went!far!enough.!The!contractual!argument!appears!the!strongest,!in!spite!of!the!Working!Party’s!objections,!but!has!other!implications,!not!least!bringing!into!play!the!question!of!explicit,!informed,!freely!given!consent!and!potentially!of!unfair!contract!terms.20!!!Google’s!‘terms!of!service’21!set!out!what!purports!to!be!a!contractual!arrangement,!stating!that!you!must!agree!to!the!terms!and!may!not!use!Google’s!services!unless!you!accept!these!terms.!You!can!accept!the!terms!by!either:!! “(A)! clicking!to!accept!or!agree!to!the!Terms,!where!this!option!is!made!available!to!you!by!Google!in!the!user!interface!for!any!Service;!or!!(B)! by!actually!using!the!Services.!In!this!case,!you!understand!and!agree!that!Google!will!treat!your!use!of!the!Services!as!acceptance!of!the!Terms!from!that!point!onwards.”!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
20 E.g. in the UK under the Unfair Contract Terms Act 1977. 






22 See http://www.google.co.uk/privacypolicy.html  
23 Examples include Hotmail Corp. v. Van$ Money Pie Inc., 1998 WL 388389, *6 (N.D. 
Cal. 1998) and Ticketmaster L.L.C. v. RMG Tech., Inc., 507 F.Supp.2d 1096, 1102-1103 
(C.D. Cal., 2007) 
24 E.g. Specht v. Netscape Communications Corp., 150 F. Supp. 2d 585 (S.D.N.Y.2001),  
25 Cairo, Inc. v. Crossmedia Services, Inc., 2005 WL 756610 (N.D. Cal. Apr. 1, 2005) 
26 E.g. see http://blog.ericgoldman.org/archives/2005/04/cairo_v_crossme.htm  











2.1.3! Data!quality!requirements!!Article!6!of!the!Directive!sets!out!data!quality!requirements.!1) Data!must!be!accurate!and!kept!up!to!date,!and!‘every!reasonable!step’!must!be!take!to!ensure!it!stays!that!way!2) Data!must!be!collected!only!for!‘specified,!explicit!and!legitimate!purposes’,!and!not!‘further!processed!in!a!way!incompatible!with!these!purposes’.!This!protects!against!‘function!creep’,!an!important!risk!for!personal!data.!3) Data!must!be!‘adequate,!relevant!and!not!excessive!in!relation!to!the!purposes!for!which!they!are!collected!and/or!further!processed.’!The!‘not!excessive’!part!is!crucial!–!this!calls!for!‘data!minimisation’.!4) Data!must!be!‘kept!in!a!form!which!permits!identification!of!data!subjects!for!no!longer!than!is!necessary!for!the!purposes!for!which!the!data!were!collected!or!for!which!they!are!further!processed.’!Effectively,!this!calls!for!anonymisation!of!data!as!soon!as!possible.!!These!latter!three!protections!(against!function!creep,!for!data!minimisation,!and!for!minimum!retention!periods)!are!particularly!important!in!the!context!of!the!internet.!!
2.2! Implementation!and!the!Article!29!Working!Party!!Interpretation!and!advice!on!the!implementation!of!the!Data!Protection!Directive!has!been!placed!in!the!hands!of!the!‘Working!Party!on!the!Protection!of!Individuals’,!otherwise!known!as!the!Article!29!Working!Party,29!or!simply!the!Working!Party,!which!is!composed!of!representatives!of!the!supervisory!authorities!on!data!protection!of!each!of!the!Member!States!of!the!EU!–!including!the!UK’s!Information!Commissioner,!Christopher!Graham.!As!shall!be!shown!below,!it!is!a!strong,!expert!and!authoritative!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!






30 See the first implementation report: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2003:0265:FIN:EN:PDF   
31 Summary of first implementation report: 
http://europa.eu/scadplus/leg/en/lvb/l14012.htm  
32 Directive 2006/24/EC, available online at 
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32006L0024:EN:HTML 
33 One trigger for the passing of the Directive was the terrorist attacks in London on 7th 
July 2005, referred to in paragraph 10 of the preamble. 





35 The ‘ePrivacy Directive’, downloadable from http://eur-
lex.europa.eu/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf  
36 Downloadable from http://eur-
lex.europa.eu/pri/en/oj/dat/1998/l_024/l_02419980130en00010008.pdf  
37 Directive 2002/58/EC, paragraph 4 of the preamble. 
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1) It!applies!to!‘providers!of!publicly!available!electronic!communications!services’!and!‘public!communications!networks’;!2) It!requires!the!retention!of!‘certain!data’!‘in!order!to!ensure!that!the!data!are!available!for!the!purpose!of!the!investigation,!detection!and!prosecution!of!serious!crime,!as!defined!by!each!member!state!in!its!national!law’!3) It!applies!to!‘traffic!and!location!data!on!both!legal!entities!and!natural!purposes!and!to!the!related!data!necessary!to!identify!the!subscriber!or!registered!user’.!4) It!does!not!apply!to!the!‘content!of!electronic!communications,!including!information!consulted!using!an!electronic!communications!network’.!!The!Directive!is!intended!to!ensure!that!email!services,!digital!telephony!services!(including!mobile!telephony!services)!and!their!equivalents,!and!where!appropriate!internet!access!providers,!keep!sufficient!information!to!enable!law!enforcement!agencies!to!determine!who!has!been!communicating!with!whom,38!and!when!and!how!–!but!not!what!they’ve!actually!been!communicating.!Precisely!what!that!data!should!consist!of!is!set!out!in!the!Directive!for!each!of!the!main!services!covered!by!the!Directive:!fixed!network!telephony!and!mobile!telephony,!internet!access,!internet!email!and!internet!telephony.39!On!the!face!of!it,!it!does!not!apply!to!search!engines,!but!as!shall!be!shown,!that!did!not!deter!Google!from!using!it!for!its!own!purposes.!!!The!data!must!be!made!available!to!‘the!competent!national!authorities!in!specific!cases!and!in!accordance!with!national!law’!–!and!it!is!left!up!to!the!national!law!to!determine!‘necessity!and!proportionality!requirements’,!subject!to!the!‘relevant!provisions!of!European!Union!law!or!public!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
38 Including records of unsuccessful call attempts – see Data Retention Directive, Article 
3.2 





40 Data Retention Directive, Article 4 
41 Data Retention Directive, Article 1, and preamble paragraphs (5) and (6) 
42 Declarations made by these 16 member states are included in the Directive 
43 Available online at http://www.legislation.gov.uk/uksi/2009/859/contents/made  
44 The ICO said that ‘We have real doubts that such a measure can be justified, or is  







45 See for example http://news.bbc.co.uk/1/hi/technology/7410885.stm and 
http://news.bbc.co.uk/1/hi/uk/7409593.stm  
46 Opinion 113 of the Working Party, page 2, downloadable from 
http://ec.europa.eu/justice/policies/privacy/workinggroup/wpdocs/index_en.htm  
47 The Working Party had also issued strong opinions against previous, failed, attempts to 
institute data retention, in 2002 (Opinion 64) and 2004 (Opinion 99) 
48 Opinion 113, footnote 38 
49 Data Retention Directive, Article 1 
50 See for example GEARTY, C. A. 2006. Can Human Rights Survive?, Cambridge, 





51 Both discussed in Chapter 5 





53 The Dutch Data Protection Authority’s opinion is downloadable from 
http://www.dutchdpa.nl/downloads_adv/z2006-01542.pdf?refer=true&theme=purple  
54 See http://www.digitalrights.ie/2006/07/29/dri-challenge-to-data-retention/  
55 Under Article 95 of the Treaty Establishing the European Community, downloadable 
from http://eur-lex.europa.eu/en/treaties/dat/12002E/pdf/12002E_EN.pdf. Measures 
based upon Article 95 must have as their "centre of gravity" the approximation of national 
laws to benefit the functioning of the internal market. 
56 See http://curia.europa.eu/jurisp/cgi-
bin/gettext.pl?lang=en&num=79939084C19060301&doc=T&ouvert=T&seance=REQ_CO
MM   and for an analysis http://www.out-law.com/page-7310  
57 See http://www.vorratsdatenspeicherung.de/images/data_retention_brief_08-04-
2008.pdf  
58 European Parliament v. Council and Commission, Joined cases C-317/04 and C-
318/04. In May 2006, arrangements to transfer the "passenger name records" of air 
passengers from the EC to the US Bureau of Customs and Border Protection, which had 






59 The case is Case C-301/06, Ireland v European Parliament and Council of the 
European Union, and the judgment may be viewed at http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62006J0301:EN:HTML   
60 See for example http://www.dw-world.de/dw/article/0,2144,3025009,00.html  
61 See for example http://news.bbc.co.uk/1/hi/world/europe/8545772.stm  
62 See for example http://www.edri.org/edri-gram/number6.24/bulgarian-administrative-
case-data-retention  
63 See for example http://www.openrightsgroup.org/blog/2009/data-retention-rejected-by-
romanias-courts  











65 Hustinx’s speech can be found at 
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Pu
blications/Speeches/2010/10-12-03_Data_retention_speech_PH_EN.pdf 
66 See for example http://news.cnet.com/8301-31921_3-20029423-281.html  
67 WALKER, C. 2009. Data retention in the UK: Pragmatic and proportionate, or a step 





68 Market shares for the search market are difficult to ascertain. The 85% figure comes 
from http://www.karmasnack.com/about/search-engine-market-share/ in May 2011 
69 See http://mashable.com/2011/04/11/bing-google-stats/ for example 
70 See http://mashable.com/2011/04/11/bing-google-stats/ for example. 
71 See http://investor.google.com/earnings/2011/Q1_google_earnings.html  
72 www.google.com  








74 An introduction to the effectiveness of profiling can be found in AYRES, I. 2007. Super 





75 As noted previously is estimated that 90% of users never look beyond the first page of 
search results on Google. See for example http://www.search-engine-marketing-
australia.com.au/google-analytics.htm 
76 See Danny Sullivan’s comments on the subject at http://searchengineland.com/google-
blurs-the-line-between-paid-unpaid-results-again-36268  





78 see http://googleblog.blogspot.com/2009/12/personalized-search-for-everyone.html  
79 See AYRES, I. 2007. Super Crunchers: How Anything Can Be Predicted, London, John 






80 e.g. news.bbc.co.uk/1/hi/business/7056288.stm  
81 See the Amnesty International Report, ‘Undermining Freedom of Expression in China: 












83 The significance of the issue is reflected throughout the ‘human rights world’ – indeed, 
the title of Conor Gearty’s 2006 book, ‘Can Human Rights Survive?’ shows how seriously 
the challenges to human rights from are taken – and the challenges from anti-Terror 
legislation form a key part of that book. 
84 www.direct.gov.uk/en/RightsAndResponsibilities/DG_10028205  
85 The issue of identity is a contentious one and is discussed further in Section 5 
86 See http://www.privacyconference2006.co.uk/  
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inform!their!customers!up!front!about!the!data!being!gathered;!that!search!engines!should!offer!services!in!a!‘privacy!friendly!manner’;!and!that!data!minimisation!should!be!regarded!as!crucial.87!!It!was!a!general!resolution,!more!a!statement!of!principles!than!a!specific!call!for!action.!It!did!signify!intent!–!and!was!a!sign!of!things!to!come!in!another!way,!in!that!the!dispute!took!place!in!public,!with!both!sides!allowing!their!‘private’!correspondence!to!enter!the!public!domain!as!they!appeared!to!try!to!win!hearts!and!minds!(of!the!other!key!regulators,!the!rest!of!the!industry,!the!public!and!legal!and!other!commentators)!as!well!as!making!their!legal!points.!!The!next!move!came!in!the!form!of!a!letter!from!the!Working!Party!to!Peter!Fleischer,!Google’s!‘Privacy!Counsel’!for!their!European!operations!on!16th!May!2007,!and!made!public!almost!immediately!online.88!In!it,!the!Working!Party!questions!Google’s!need!to!keep!identifiable!search!records,!suggesting!that!Google’s!current!practice!‘does!not!seem!to!meet!the!requirements!of!the!European!legal!data!protection!framework’.89!!The!areas!of!possible!nonPcompliance!arise!essentially!from!principles!rather!than!precise!legal!rules.!The!relevant!principles,!some!of!the!key!principles!of!data!protection!described!in!Section!2!above,!are:!1. That!the!purposes!for!which!data!is!kept!must!be!specified!2. That!data!should!only!be!held!when!it!is!‘strictly!necessary’!for!the!provision!of!the!service!3. That!services!should!be!offered!in!a!‘privacyPfriendly!manner’90!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
87 The resolution is downloadable from 
http://ec.europa.eu/justice_home/fsj/privacy/news/docs/pr_google_annex_16_05_07_en.
pdf  
88 Letter from Peter Schaar to Peter Fleischer, 16 May 2007, made available online at 
http://ec.europa.eu/justice_home/fsj/privacy/news/docs/pr_google_16_05_07_en.pdf 
(accessed 30 June 2010) 
89 ibid, page 1 
90 This principle was set out in the Resolution on Privacy Protection and Search Engines 




4. That!data!linked!to!an!individual!user!should!only!be!kept!where!that!user!has!given!his!‘explicit,!informed!consent’!5. Data!minimisation!–!that!the!minimum!amount!of!data!should!be!held!and!for!the!minimum!amount!of!time!!The!Working!Party!asked!Google!to!explain!why!the!data!was!kept,!and!why!for!so!long!–!at!the!time!that!the!dispute!began,!it!was!being!kept!indefinitely,!and!by!the!time!that!the!letter!was!sent!their!policy!was!to!hold!search!log!data!for!18P24!months.!The!Working!Party!was!asking!Google!to!justify!itself,!and!asking!it!publicly.!!Peter!Fleischer!responded!on!10th!June!2007,!with!a!sixPpage!letter!that!was!also!made!public!immediately!through!Google’s!own!blogs.91!It!was!a!long!and!detailed!letter,!but!essentially!boiled!down!to!the!following:!1. Google!needs!to!keep!its!search!data!in!order!to!keep!improving!the!quality!of!its!searches,!and!to!fight!fraud!and!abuse!2. Google!believes!it!is!in!compliance!with!all!legislation!by!keeping!logs!for!18P24!months!3. The!principles!of!data!retention!mean!that!Google!is!obliged!to!keep!its!data!for!24!months.!!The!first!point!appears!to!be!a!red!herring!–!there!is!no!need!for!data!used!to!improve!the!quality!of!service!to!be!kept!in!an!identified!form,!and!in!general!fighting!fraud!and!abuse!has!to!be!faster!than!18P24!months!to!be!of!significant!use.92!!The!second!and!third!points!are!more!complex.!One!key!part!of!Fleischer’s!argument!is!very!hard!to!refute!–!that!the!laws!and!directives!concerning!data!protection!and!data!retention!are!vague!and!often!contradictory.!He!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
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1! Introduction!!On!20!November!2007,!the!Chancellor!of!the!Exchequer!stood!up!in!the!House!of!Commons!to!make!an!announcement:!Her!Majesty’s!Revenue!and!Customs!had!lost!two!computer!discs.!These!disks!were!being!sent!to!the!National!Audit!Office!as!a!part!of!that!Office’s!normal!compliance!responsibilities,!but!they!had!never!arrived.!What!made!this!event!of!such!significance!was!what!those!discs!contained.!As!the!Chancellor!put!it:!! “The!missing!information!contains!details!of!all!child!benefit!recipients:!records!of!25!million!individuals!and!7.25!million!families.!Those!records!include!the!recipient!and!their!children’s!names,!addresses!and!dates!of!birth,!child!benefit!numbers,!national!insurance!numbers!and,!where!relevant,!bank!or!building!society!account!details.”1!!The!Shadow!Chancellor!put!the!whole!thing!into!context:!! “Let!us!be!clear!about!the!scale!of!this!catastrophic!mistake:!the!names,!addresses!and!the!dates!of!birth!of!every!child!in!the!country!are!sitting!on!two!computer!discs!that!are!apparently!lost!in!the!post;!and!the!bank!account!details!and!national!insurance!numbers!of!10!million!parents,!guardians!and!carers!have!gone!missing.”2!!The!fall!out!from!the!loss!of!these!two!discs!was!significant!–!amongst!other!things,!the!Chairman!of!HMRC,!Paul!Gray,!resigned!even!before!the!Chancellor!made!his!official!announcement.!Data!loss,!something!that!before!this!announcement!would!have!been!considered!obscure!and!unimportant,!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
















4 Viviane Reding, Vice-President of the European Commission, responsible for Justice, 
Fundamental Rights and Citizenship Privacy matters, has been promoting the idea – for 







5 TUROW, J., KING, J., HOOFNAGLE, C. J., BLEAKLEY, A. & HENNESSY, M. 2009. 





6 Discussed in SAMUELSON, P. 2000. Privacy as Intellectual Property Stanford Law 
Review, 52, 1125-1175. Samuelson goes through the arguments made elsewhere by 
people such as Kenneth C Laudon, Patricia Mell and Richard S Murphy and others, 







8 For an examination of the way that attitudes to personal data has been moving towards 
an overly ‘material’ form, see Simon G Davies ‘Re-engineering the Right to Privacy: How 
Privacy Has Been Transformed from a Right to a Commodity’ in AGRE, P. & 
ROTENBERG, M. 1997. Technology and privacy : the new landscape, Cambridge, 
Mass., MIT Press. The changes that Davies highlighted in 1997 have become even more 









10 Full details of the correspondence between the various employees of the NAO and 
HMRC can be found in POYNTER, K. 2008. Review of information security at HM 
Revenue and Customs. In: TREASURY, H. (ed.). London: HMSO., Part I Section IV. 
11 There were many other weaknesses in the system highlighted by Poynter, including the 







12 POYNTER, K. 2008. Review of information security at HM Revenue and Customs. In: 




13 BURTON, E. 2008. Report into the Loss of MOD Personal Data. MOD. 






15 Ibid. Part 1 p8 





17 See http://news.bbc.co.uk/1/hi/england/devon/7198043.stm  
18 See http://news.bbc.co.uk/1/hi/health/7230512.stm  
19 See http://news.bbc.co.uk/1/hi/7319293.stm  




21 Downloadable from 
http://www.cesg.gov.uk/products_services/iatp/documents/data_handling_review.pdf  
22 THOMAS, R. & WALPORT, M. 2008. Data Sharing Review Report. London: Ministry of 
Justice. 



















27 ICO press release 17 November 2009, downloadable from 
http://www.ico.gov.uk/upload/documents/pressreleases/2009/mobile_phone_records_s55
_171109.pdf  




29 See for example the BBC report on http://www.bbc.co.uk/news/10612800 and the New 
Statesman at http://www.newstatesman.com/magazines/2010/07/gay-magazine-
creditors-legal  





31 Specifically for its defence in the case ACLU v. Gonzales, No. 98-CV-5591, pending in 
the Eastern District of Pennsylvania. The case involved a challenge by the ACLU to the 
Child Online Protection Act (COPA), 47 U.S.C. § 231 
32 Gonzales v. Google, Inc., No. CV 06-8006MISC JW (Mar. 17, 2006)  






34 See for example Phillip Lenssen’s blog at http://blogoscoped.com/archive/2006-03-18-
n45.html  
35 Available online at http://www.legislation.gov.uk/uksi/2009/859/contents/made  




37 See for example http://news.bbc.co.uk/1/hi/england/dorset/7343445.stm  
38 See for example http://news.bbc.co.uk/1/hi/england/northamptonshire/7414382.stm  
39 See for example http://www.theregister.co.uk/2009/08/11/ripa_iii_figures/  
40 The Uniting and Strengthening America by Providing Appropriate Tools Required to 





41 For analyses of the reality of Section 215 of the USA PATRIOT ACT see the Friends 
Committee on National Legislation analysis at 
http://www.fcnl.org/issues/item.php?item_id=344&issue_id=68 or the EPIC analysis of the 
USA PATRIOT Act at http://epic.org/privacy/terrorism/usapatriot/  















44 Again, see the Official Google Blog at http://googleblog.blogspot.com/2010/01/new-
approach-to-china.html  
45 See http://news.bbc.co.uk/1/hi/8472683.stm  
46 See http://news.bbc.co.uk/1/hi/8578968.stm  




48 See for example http://www.reuters.com/article/idUSLDE6160KO20100207  




51 See http://www.timesonline.co.uk/tol/money/tax/article3423428.ece  
52 See http://www.reuters.com/article/idUSLDE61P1FN20100226  





54 See http://www.timesonline.co.uk/tol/news/politics/article7061114.ece  









57 The Convention on Cybercrime is downloadable from 
http://conventions.coe.int/Treaty/EN/Treaties/html/185.htm. Germany ratified the 
Convention on 9th March 2009. See 
https://wcd.coe.int/ViewDoc.jsp?id=1416299&Site=DC  








59 German Federal Data Protection Act, Section 4 (1). Downloadable including English 





60 In the case of R. (on the application of Gillan) v Commissioner of Police of the 
Metropolis [2003] EWHC 2545 (Admin), Gillan and Quinton challenged the use of anti-
terrorism laws to stop and search them at an arms trade protest. They lost, lost again on 
appeal and again in the Lords, but the European Court of Human Rights overturned that 
decision, in Gillan v United Kingdom (4158/05) 
(2010) 50 E.H.R.R. 45; 28 B.H.R.C. 420 
61 As reported in The Register: see 
http://www.theregister.co.uk/2007/07/18/smith_n_mcnulty_surrender_to_jihadi_bunglers/  
62 Function creep has been recognised and studied in various forms relating to this and 
associated fields – for example ID cards, DNA databases and Sex Offenders Registers. 
Examples of academic work in this field include GREENLEAF, G. 2008. Function Creep - 
Defined and still dangerous in Australia's revised ID Card Bill. Computer Law & Security 
Report, 24, 56-65., DAHL, J. Y. & SÆTNAN, A. R. 2009. "It all happened so slowly" - On 
controlling function creep in forensic DNA databases. International Journal of Law, Crime 
and Justice, 37, 83-103. and THOMAS, T. 2008. The Sex Offender 'Register': A Case 










64 Sony has acknowledged that 77 million users of Playstations and 25 million users who 
access the Playstation Network through PCs or Facebook may have had their data 
stolen. See http://www.soe.com/securityupdate/pressrelease.vm and 
http://www.soe.com/securityupdate/index.vm   
65 http://www.soe.com/securityupdate/pressrelease.vm  









67 HSBC was fined £3.2 million by the Financial Services Authority for these data losses. 








68 Details of the new penalties, and guidelines from the ICO as to how they are intended 







69 In the 2011 example of ACS:Law, where the ICO initially threatened the maximum fine, 
the eventual fine for Andrew Crossley, the sole-trader solicitor behind ACS:Law, was just 
£1,000. Crossley had wound up ACS:Law prior to the completion of the ICO investigation, 
so the ICO deemed that he had ‘limited means’ and though if ACS:Law was still trading 












72 Ibid.  



















76 As discussed earlier in this chapter, this assumption does theoretically exist in data 
protection law – but as the case studies have demonstrated, the reality is very different, 




77 Suggested for example by Tessa Mayes at the Westminster Media Forum 22 March 

























80 SWEENEY, L. 1997. Weaving technology and policy together to maintain 
confidentiality. Journal of Law, Medicine and Ethics, 25, 98-110. 
81 NARAYANAN, A. & SHMATIKOV, V. 2008. Robust De-anonymization of Large Sparse 
Datasets. IEEE Symposium on Security and Privacy. 2008 ed.Available online at 
http://www.cs.utexas.edu/~shmat/shmat_oak08netflix.pdf  
82 As suggested, for example, by Michael Colao at a meeting of the Society for 
Computers and Law in March 2011. See http://www.scl.org/site.aspx?i=ne19845  
83 See for example the work of Paul Ohm, in OHM, P. 2010. Broken Promises of Privacy: 
Responding to the Surprising Failure of Anonymization. UCLA Law Review, 57, 1701-
1778. Ohm analyses the work of computer scientists from Sweeney onwards and 
suggests that a full understanding of the weaknesses of the anonymisation process is 




84 MAYER-SCHÖNBERGER, V. 2009. Delete : the virtue of forgetting in the digital age, 
Princeton, N.J., Princeton University Press. 
85 Ibid., p118 
86 In BELL, C. G. & GEMMELL, J. 2009. Total recall : how the E-memory revolution will 
change everything, New York, N.Y., Dutton. for example 
! Chapter!5:!Data!vulnerability!!
Paul!Bernal! Page!245! September!2011!








































3 See http://curia.europa.eu/jcms/upload/docs/application/pdf/2011-11/cp110126en.pdf 














6 In http://www.ico.gov.uk/news/current_topics/privacy_by_design.aspx  
7 ICO 2008a. Privacy by Design Report. p2.  The full report is downloadable from 
http://www.ico.gov.uk/upload/documents/pdb_report_html/privacy_by_design_report_v2.p
df 
8 The title of a March 2011 event organised by the Society for Computers and Law, 
‘Privacy by Design: 'Grand Design' or ‘Pipe Dream’?’ gives some indication as to the 













































14 Paragraph 10 of the Preamble to the Data Protection Directive – Directive 95/46/EC, 
available at http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML  





16 ICO 2010. Response to the Ministry of Justice's Call for Evidence on the current data 





















19 For example, see blogger Space Ninja’s comments at 
http://spaceninja.com/2010/10/html5-nyt-privacy/  
20 See http://lists.w3.org/Archives/Public/public-html/2011May/0162.html  
21 A first draft edition of HTML5 for web authors was issued in August 2011, too late to be 














23 See Chapter 3 Section 2.3.2 
24 See the ICO CCTV code of practice, online at 
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guide
s/ico_cctvfinal_2301.pdf  


















26 See Chapter 5, footnote 69 

















































2 The European Commission has opened an anti-trust investigation into Google which 





services in Google's unpaid and sponsored search results coupled with an alleged 
preferential placement of Google's own services’ See EC press release at 
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/1624&format=HTML&ag
ed=0&language=EN&guiLanguage=en  
3 Quoted for example in http://www.pcpro.co.uk/news/363244/google-faces-eu-probe-
over-doped-search-results  
4 See for example MCINTYRE, T. J. & SCOTT, C. D. 2008. Internet Filtering: Rhetoric, 
Legitimacy, Accountability and Responsibility. In: BROWNSWORD, R. & YEUNG, K. 
(eds.) Regulating Technologies. Oxford: Hart Publishing. McIntyre and Scott argue that 
‘where it is not clear what is being blocked, why, or by whom, the operation of 
mechanisms of accountability – whether by way of judicial review, media scrutiny or 





5  See https://www.privacyinternational.org/article/id-card-frequently-asked-questions  




7 See https://www.privacyinternational.org/article/id-card-frequently-asked-questions It 
should be noted that some of these countries (e.g. Sweden) have what almost amounts 
to a de facto compulsory ID card system: an ID card that is required to be produced when 
a Swedish national pays for something using a credit card. 
8 Article 8.1 of the UNCRC states “States Parties undertake to respect the right of the 
child to preserve his or her identity, including nationality, name and family relations as 
recognized by law without unlawful interference.” See 
http://www2.ohchr.org/english/law/crc.htm  
9 In Tysiac v Poland (Application no. 5410/03 Judgment 20 March 2007) for example, the 
European Court of Human Rights ‘reiterates that ‘private life’ is a broad term, 
encompassing, inter alia, aspects of an individual’s physical and social identity including 
the right to personal autonomy, personal development and to establish and develop 
relationships with other human beings and the outside world’. This case and others, and 
the related rights, are analysed in MARSHALL, J. 2009. Personal freedom through 
human rights law? : autonomy, identity and integrity under the European Convention on 




10 DE ANDRADE, N, N Gomes, "Human Genetic Manipulation and the Right to Identity: 
The Contradictions of Human Rights Law in Regulating the Human Genome", (2010) 7:3 





11 These kinds of strictures exist in most varieties of online community, from the simple 
message board to full scale virtual worlds. The ‘house rules’ of the BBC’s ‘606’ message 
board, for example, say that they “…reserve the right to fail contributions which… … [a]re 
seen to impersonate someone else.” See http://www.bbc.co.uk/dna/606/houserules 
(accessed February 16th 2011). At the other end of the scale, the terms and conditions of 
Second Life include requirement not to “(ii) Impersonate any person or entity without their 
consent, or otherwise misrepresent your affiliation…” see 
http://secondlife.com/corporate/tos.php#tos8  
12 See http://www.griffinlaw.co.uk/2009/10/01/griffin-law-makes-law-by-serving-via-twitter/  
13 Another relevant case is Applause Store Productions Limited, Matthew Firsht v Grant 
Raphael [2008] EWHC 1781 (QB), relating to a form of impersonation on Facebook, 






14 For a description of some of these kinds of practices, known as ‘astroturfing’, 
http://www.guardian.co.uk/environment/georgemonbiot/2011/feb/23/need-to-protect-
internet-from-astroturfing. The name astroturfing is derived from the idea of creating fake 
‘grassroots’ movements, something apparently practiced by lobby groups from the 










15 In his online web project, ‘The Rights’ Future’, Track 3, at http://therightsfuture.com/t3-
making-truth/  
16 https://projects.eff.org/~barlow/Declaration-Final.html  









18 See http://theitlawyer.blogspot.com/2010/10/bill-of-rights-for-internet.html  
19 See http://portal.fgv.br/ Not that this page is in Portuguese. Murray’s blog referred to 
above describes and analyses the key elements of this page in English. 
20 See http://internetrightsandprinciples.org/ and for the proposed bill of rights itself, 
http://internetrightsandprinciples.org/node/367 . The Internet Rights and Principles 
Coalition brings together people from academia, civil society, governmental institutions 
and the private sector that has ‘set out to make Rights on the Internet and their related 
duties, specified from the point of view of individual users, a central theme of the Internet 
Governance debate held in the IGF context.’ 
21 See http://www.theyworkforyou.com/whall/?id=2010-10-28a.143.0  
22 White House spokesman, Commerce Department Assistant Secretary Lawrence 
Strickling, announced this in testimony before the Senate Committee on Commerce, 
Science & Transportation. See 
http://commerce.senate.gov/public/index.cfm?p=Hearings&ContentRecord_id=e018f33b-
d047-4fba-b727-5513c66a6887&ContentType_id=14f995b9-dfa5-407a-9d35-
56cc7152a7ed&Group_id=b06c39af-e033-4cba-9221-de668ca1978a For further 
discussion see for example in the Wall Street Journal 




23 See http://www.globalnetworkinitiative.org/cms/uploads/1/GNI_WhoWhatWhere.pdf  













27 Scarlet v SABAM in Novermber 2011 and SABAM v Netlog in February 2012, 
discussed in Chapter 6, section 1.4 
28 See REED, C. 2004. Internet law : text and materials, Cambridge, Cambridge 
University Press., Chapter 7. 
29 See REED, C. 2010. Think Global, Act Local: Extraterritoriality in Cyberspace. Working 
Paper Series, Queen Mary University of London School of Law. Reed argues that as 
states attempt to apply their own national laws to ‘foreign’ cyberspace actors, they can 
‘reduce the normative force of law as a whole and create the risk that otherwise 










30 Whilst headlines like ‘Tweeting Tyrants out of Tunisia’ in Wired 
(http://www.wired.com/threatlevel/2011/01/tunisia/) were somewhat hyperbolic, it does 
appear that the internet in general and social media in particular played a role in the 
organisation of the uprisings. At the very least, those whose power was under threat 
seemed to believe so, doing their best to either hack into those systems or, in Egypt’s 
case to attempt to shut off the internet in total in their country in order to deny their 















32 From ALLEN, A. L. 2003. Why Privacy Isn't Everything: Feminist Reflections on 




33 Hustinx’s speech can be found at 
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Pu
blications/Speeches/2010/10-12-03_Data_retention_speech_PH_EN.pdf  
34 In BROWN, I. 2010. Communications Data Retention in an Evolving Internet. 
International Journal of Law and Information Technology, 19. 
35 WALKER, C. 2009. Data retention in the UK: Pragmatic and proportionate, or a step 
too far? Computer Law & Security Review, 325-334., p333 





37 This is one of the principle messages of her most recent book, LANDAU, S. 2011. 
Surveillance or Security? The Real Risks Posed by New Wiretapping Technologies, The 
MIT Press. 





39 In WikiLeaks take us into a legal – and moral – maze, Law Society Gazette 16 
December 2010: http://www.lawgazette.co.uk/opinion/rights-and-wrongs/wikileaks-
take-us-a-legal-and-moral-maze    
40 In MURRAY, A. 2004. Should States have a Right to Informational Privacy. In: 
MURRAY, A. & KLANG, M. (eds.) Human Rights in the Digital Age. London: The 
Glasshouse Press. 
41 See http://therightsfuture.com/t14-triumph-through-adversity/  
42 This much quoted (and varied) phrase can be found in FRANKLIN, B. & FRANKLIN, 
W. T. 1818. Memoirs of the life and writings of Benjamin Franklin, London, Henry 
Colburn. p270. 
43 See BROWN, I. 2010. Communications Data Retention in an Evolving Internet. 
International Journal of Law and Information Technology, 19. 
! Chapter!7:!A!privacyZfriendly!future?!
Paul!Bernal! Page!311! September!2011!
4!!!!!! A!transparent!society?!!In!many!ways!what!was!labelled!in!Chapter!One!as!the!‘transparency!critique’!is!the!most!fundamental!critique!not!only!of!this!thesis!but!of!the!whole!idea!of!privacy!not!only!on!the!internet!but!in!society!as!a!whole!as!it!is!currently!developing.!It!represents!a!challenge!of!critical!importance,!a!challenge!that!must!be!met!if!privacy!is!to!be!taken!at!all!seriously.!!As!noted!in!Chapter!One,!there!are!three!principle!variants!to!the!transparency!critique:!1) That!the!struggle!for!privacy!is!already!lost!–!as!epitomised!by!McNeally’s!suggestion!that!‘You!have!zero!privacy!anyway,!get!over!it’44!2) That!the!struggle!for!privacy!is!outdated!–!as!implied!for!example!by!Facebook!founder!Mark!Zuckerberg45!3) That!the!struggle!for!privacy!is!‘wrong’.!The!virtues!of!a!‘transparent!society’!have!been!written!about!by!Brin46!and!more!recently!by!Bell!&!Gemmell47!amongst!others.!!The!case!studies!and!analysis!throughout!this!thesis!provide!strong!responses!to!all!three!of!these!variants.!The!principle!case!studies!in!Chapters!Three!to!Five!all!argue!against!them.!The!strength!of!the!public!responses!to!Phorm!and!Beacon,!and!the!massive!outcry!and!concern!over!the!various!data!leaks!from!the!HMRC!disk!loss!onwards!indicate!that!the!argument!that!people!don’t!care!about!privacy!is!far!from!proven.!This!suggestion!has!been!emphasised!by!the!continual!struggles!that!Facebook!has!had!in!terms!of!its!privacy!policies!–!there!have!been!at!least!three!episodes!in!this!saga!over!the!last!few!years.!Each!time!Facebook!has!introduced!something!reductive!of!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
44 Quoted for example in Wired, at http://www.wired.com/politics/law/news/1999/01/17538 
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59 See for example ZDNet blogger Adrian Kingsley-Hughes, commenting in 2011 that 
‘Facebook Privacy Settings are Garbage’ http://www.zdnet.com/blog/hardware/facebook-
privacy-settings-are-garbage/11029  
60 In February 2011, Facebook put forward a proposal for ‘A Privacy Policy Re-imagined 
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61  In his blog at http://theitlawyer.blogspot.com/2011/02/freedom-of-information-in-
wikileaks-era.html . Murray has taken this argument a stage further, noting that not only 
governments and businesses but Wikileaks themselves understand that transparency 
needs limits – for Wikileaks are far from transparent about their own operations. See his 
article MURRAY, A. 2011. Transparency, Scrutiny and Responsiveness: Fashioning a 





62 Twitter was launched in July 2006 
63 The Kindle was released in November 2007 
64 See http://www.facebook.com/press/info.php?statistics  
65 See http://phx.corporate-ir.net/phoenix.zhtml?c=176060&p=irol-
newsArticle&ID=1521090&highlight=  
66 See http://www.apple.com/pr/library/2011/01/18results.html  
67 See http://www.apple.com/pr/library/2011/01/22appstore.html  







69 On February 15th 2011, see http://www.bbc.co.uk/news/world-us-canada-12475829  
70 Also on February 15th 2011, see http://blogs.abcnews.com/politicalpunch/2011/02/doj-
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71 See for example http://www.wired.com/epicenter/2011/02/fbi-backdoors/  
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particular!how!much!people!are!beginning!to!show!that!they!care!about!it.!Some!of!the!biggest!players!on!the!net!are!starting,!at!least!on!the!surface,!to!embrace!the!idea!of!privacy.!Microsoft,!Mozilla!and!Google!are!all!engaged!in!the!‘do!not!track’!initiative!for!their!respective!browsers.!Facebook!has!recently!opened!up!their!privacy!policies!for!consultation,!with!an!avowed!aim!of!making!privacy!simpler!and!more!userPfriendly,!and!more!in!the!hands!of!its!users.!Twitter!demonstrated!commendable!courage!in!challenging!the!gag!order!placed!upon!it!in!the!US!government’s!attempt!to!subpoena!personal!data!from!particular!individuals!associated!with!WikiLeaks.!Google!has!been!taking!steps!in!the!direction!of!both!privacy!and!autonomy:!Alma!Whitten,!the!company’s!Director!of!Privacy,!Product!and!Engineering,!wrote!a!blog!in!February!2011!entitled!‘The!freedom!to!be!who!you!want!to!be…’!72!embracing!the!ideas!of!‘unidentified’!and!‘pseudonymous’!uses!of!their!services!and!introducing!ways!to!tell!when!and!how!Google!is!monitoring!your!activities!–!at!least!beginning!to!take!on!some!of!the!concepts!introduced!in!this!thesis!from!the!right!to!roam!with!privacy!to!the!right!to!monitor!the!monitors.!!There!are,!however,!distinct!issues!with!these!proposals!–!Google’s!idea!of!‘unidentified’!is!far!from!real!anonymity,!still!retaining!such!information!as!IP!addresses,!and!still!posing!risks!to!privacy,!while!Facebook’s!regular!amendments!to!its!privacy!policies!have!often!promised!far!more!than!they!have!delivered.!Even!so!there!are!reasons!for!optimism.!At!the!very!least,!Google,!Facebook!and!Twitter!have!understood!that!there!is!public!desire!for!privacy!and!autonomy.!!The!work!of!privacy!advocates,!of!the!Article!29!Working!Party,!and!most!importantly!of!the!online!community!has!played!a!key!part!in!helping!them!to!start!along!the!path.!If!a!privacyPfriendly!internet!is!to!become!reality!then!they!need!be!guided,!supported!and!assisted!along!the!way.!That,!ultimately,!is!the!part!that!rights!such!as!those!put!forward!in!this!thesis!can!play.!They!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
72 http://googlepublicpolicy.blogspot.com/2011/02/freedom-to-be-who-you-want-to-
be.html  
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can!support!businesses!so!that!businesses!can!help!to!provide!people!with!the!kind!of!internet!that!they!want!and!need.!The!symbiotic!relationship!between!businesses!and!individuals!has!been!hugely!productive!and!substantially!beneficial!over!the!last!few!years!–!with!the!rights!in!place!it!can!continue!to!be!so!into!the!future.!!
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